
Handling short instructions for

Panel connection to S5/S7-PLC via LAN / WiFi

Prepare controller
If you want to access a S7-200 via PPI or S7-300/400 via MPI/DP from your panel you will first have to connect
the S7-LAN to the PPI/MPI/DP interface of your controller. The module normally will  get the power supply
directly from the controller  and detects the bus parameters completely automatically.  This means no manual
configuration within the module is necessary. By default the S7-LAN has the IP address 192.168.1.56. This IP
and further settings  can be changed via the TIC or  the web interface of  the module  if  desired. For  further
information please read the short instructions and the manual from the S7-LAN module.

For the access to a S7-1200/1500 or LOGO! no S7-LAN is needed, because the panel can be directly connected
through a Ethernet cable or via WiFi with two ALF-UA devices.

If you instead want to access a S5 controller from your panel you will first have to connect the S5-LAN++ to the
PG interface of your controller. The module normally will get the power supply directly from the controller. For
controllers (e. g. AG90/95/100U) which do not offer a power supply on the PG interface the module have to be
powered externally via 24V DC. By default the S5-LAN++ does not have a IP address. To change this you will
need to connect the S5-LAN++ to your PC and assign an address to the module (e. g. 192.168.1.56) with the
help of the tool S5-LAN-Manager. For further information please read the short instructions and the manual
from the S5-LAN++ module.

Important: Your  controller  with  Ethernet  interface  or  S5-LAN++ or  S7-LAN as  well  as  the  panel  and if
applicable  the  two  ALF-UA  devices  have  to  be  all  in  the  same  subnet.  In  this  instructions  the  subnet
192.168.1.xxx is used, but you choose another subnet if you want.
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Configure connection via WiFi
If you want to connect your controller and panel wireless via WiFi you will now have to configure the both
ALF-UA devices.

First you should only connect the first device, which you later want to connect with the controller, and establish
a connection to the WiFi network with the SSID “ALF-UA”. Your PC will automatically gets a IP address from
the device. Now open the web interface of the device via the IP address 192.168.2.1 and log in with the user
name “admin” and password “admin”.
Next change the operation mode of this device to “AP Bridge” and give the device a unique IP address from
your subnet (e. g. 192.168.1.1) and enter a SSID (name of the network). For safety reasons you should choose
“WPA2 PSK” as encryption and protect the network with a password.

In the next step you will have to connect to the second device, which you later want to connect with the panel.
The first steps are the same as for the first device. For the operation mode you now select “Client Bridge” and
give  the  device  another  IP  address  from the  subnet  (e.  g.  192.168.1.2).  For  the  WLAN parameters  (SSID,
encryption and password) you will have to enter the same values as for the first device.

>> Further information about the commissioning and the further configuration parameters can be found in the
short instructions and the manual of the ALF-UA.

Configure connection in WinCC
In the last step you will have configure the connection to your controller within your panel.  Therefore you have
to open your WinCC or TIA project and navigate to the connections of the panel. Here you will need to add a
new  entry.  For  the  interface  of  the  control  panel  you  will  have  to  select  “ETHERNET”.  The  remaining
parameters can be taken from the following table.

controller type and access 
type

Communication driver IP address Rack Expansion slot

S7-200 via PPI SIMATIC S7 300/400 IP from S7-LAN 0 2

S7-300/400 via MPI/DP SIMATIC S7 300/400 IP from S7-LAN 0 2

S7-300/400 via Ethernet-CP SIMATIC S7 300/400 IP from PLC 0 2

S7-1200/1500 via Ethernet SIMATIC S7 1200/1500 IP from PLC 0 1

LOGO! via Ethernet SIMATIC S7 300/400 IP from PLC 0 1

S5 via PG port SIMATIC S7 300/400 IP from S5-LAN++ 0 2

As soon as you have configured your connection you will also can create variables within your panel project to
read and write data from / to your controller.
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Detect and alarm Profinet burglary

Recognize cable breakage, contact problems and line faults.
Retransmissions and failures are logged and reported.
Early acting before total failure of the participant.

Remote-maintenance Siemens-S7-PLC with MPI/Profibus with firewall

Remote-maintenance of a Siemens-S7-controller with S7-LAN on MPI/Profibus via
secure VPN-tunnel and scalable firewall


